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Personnel Complaint/Disposition Report
Riverside County Sheriff’s Department
Chad Bianco, Sheriff

PERS: 2019-0111

[Name of Employce Involved: LD. # |Complaint Received By: Date: Fime:
Kurylowicz, David 2520 Professional Standards Bureau 8/2019 N/A
Name of Complainant: Phone Number: B Date of Occurrence: Iime of Occurrence:
Internal N/A 07/10/2018 1336

Complaints against employees, either by the public or other employees shall be thoroughly and accurately investigated.
A review of the findings shall be made by the Sheriff’s Administrative Staff and a final disposition made by the Sheriff:

I'vpe of Complaint:
] Policy (] Program [JProcedure X Personnel

In August of 2019, Sergeant Winters discovered a conversation between Captain Kurylowicz and an unidentified

rson during a forensic search of Captain David Kurylowicz’ desktop computer that he used while he was assigned

s commander of the Moreno Valley Station. The conversation was sexual in nature, appeared to be a proposition for
sex, and occurred during normal working hours. As a result of this, an administrative investigation was initiated.

———T

In August of 2019, Sergeant Shawn Winters was conducting a forensic search of Captain David Kurylowicz® desktop computer that he
used while he was assigned as commander of the Moreno Valley Station. This search was being conducted as part of an unrelated
personnel investigation. During this search, Sergeant Winters discovered a conversation between || g mail.com (later
determined, by a preponderance of the evidence, to be an email address for Captain David Kurylowicz) and an unidentified person using
the email address _@yahoo.eom. The conversation was sexual in nature, appeared to be a proposition for sex, and
occurred during normal working hours.

[The allegation Captain Kurylowicz solicited sex while on-duty, thereby engaging in conduct unbecoming a Sheriff's Captain was
sustained. The allegation that Captain Kurylowicz® conduct brought discredit on the department was sustained,

On September 4, 2019, David Kurlowicz resigned from the Riverside County Sheriff’s Department.

Disposition of Complaint:

CJUnfounded  Did not occur | [J Not Sustained  No clear evidence of proof| [J Exoncrated  Did occur, but was justified | (3 Sustained  Clear evidence of proof

Following a determination of the disposition of the complaint by the employee’s Division Chief, the citizen complainant(s) shall be advised of
the disposition by the superior responsible for investigating the complaint.

[ Citizen Advised Advised By: Date: Time:
(X Citizen not Advised
Explain below: N/A i mN/,A Lo
Internal Complaint
[ 1 agree with the summary of findines []1 do Rot agree with the summary of findings
VIO, whda,
Signature of Employee Date Signattre ivision Chipf Date
N/A e 20— il%&z/
Signature of Commander Date \ature Wt Sheriff Dat

Form 200 (10/04)



| INCIDENT REPORT |

DATE PREPARED: 08/22/19 RIVERSIDE COUNTY SHERIFF CA0330000 X] INITIAL [] SUPPLEMENTALI

1. FILE NUMBER 2. DATE/TIME REPORTED 3. DATE/TIME ASSIGNED 4 DATE/TIME INV. START | '3, DATE/TIME INV. TERM 6. ADULT ARR 7.JUV ARR
PERS2019-0111

8. OFFENSES — CODE SECTION CRIME COUNTS 9. EDP CODE
Personnel Investigation

10. OFFENSES — CODE SECTION (Add or Change (0) CRIME COUNTS [1.EDP CODE
12. OFFENSES — CODE SECTION (Add or Chang (o) CRIME COUNTS 13. EDP CODE
14. LOCATION OF OCCURRENCE 15. REP. DIST. 16. OCCURRED ON- DATETIME 17. OR BETWEEN DATE/TIME

18. BUSINESS NAME

19. BUSINESS PHONE

20.C

ASE STATUS/ CLEARANCE

21. WAS THIS INCIDENT RELATED TO MARIJUANA? [ | YES [ ] NO

(If yes, briefly include in narrative or additional details how it was related)

22. BWC VIDEOQ (CAPTURED BY YOU OR ANY OTHER DEPARTMENT MEMBER) |:| YES |:| NO
VICTIM — REPORTING PARTY — WITNESS - OTHERS: [] SEE ADDITIONAL PERSONS REPORT

23. INVL 24, NAME (Last, First, Middle) 25. SEX 26. RACE 27. DOB 26. AGE | 29.HT 30. WT 31. HAIR 32. EYES| 33.SKIN

34, RESIDENCE ADDRESS CITY ZIp 35. EMAIL ADDRESS 36. RES. PHONE

37. BUSINESS ADDRESS CITY ZIp 38. EMAIL ADDRESS 39. BUS. PHONE

40. INVL 41. NAME (Last, First, Middle) 42, SEX 43, RACE 44. DOB 45. AGE | 46. HT 47. WT 48. HAIR 49. EYES| 50.SKIN

51. RESIDENCE ADDRESS CITY ZIp 52. EMAIL ADDRESS 53. RES. PHONE

54. BUSINESS ADDRESS CITY ZIP 55. EMAIL ADDRESS 56. BUS. PHONE
SUSPECT: []ADULT []JUVENILE [J PAROLE [] PROBATION [J SEE ADDITIONAL PERSONS REPORT [] ARRESTED

57. SUS# 58. NAME (Last, First, Middle) 59. SEX 60. RACE 61. DOB 62. AGE | 63.HT 64. WT 65. HAIR| 66. EYES| 67.SKIN

68. DRIVER'S LICENSE NUMBER / ID NUMBER IN POSSESSION 69. STATE | 70. SOCIAL SECURITY NUMBER 71. MNI NUMBER 72. CII NUMBER

YES D NO

73. RESIDENCE ADDRESS CITY Z1p 74. EMAIL ADDRESS 75. RES. PHONE

76. BUSINESS ADDRESS CITY ZIp 77. EMAIL ADDRESS 78. BUS. PHONE

79.  JUVENILE DISPOSITION [ ] OTHER JURIS. [1JUV. CRT. PROB. WITHIN DEPT. [] DETAINED [ NOT DETAINED

80. GANG DATA 81.  TATTOOS/SCARS/MARKS/CLOTHING DESCRIPTION

GANG NAME(S):
[ Member [ Associate [ Self-Admit [ Prior Knowledge
TATTOOS / SCARS / MARKS

[ Face [] Neck [J R. Arm [] L. Arm [[] Hands [] Torso [] Back [] Legs
VEHICLE: [l REFER TO CHP 180 FORM FOR STOLEN, RECOVERED, TOWED OR IMPOUNDED

82. INVL 83, LICENSE 84. STATE 85. YEAR | 86. MAKE 87. MODEL 88. BODY STYLE 89. S/L/RIO AUTO VALUE

Code: $
90. COLOR/COLOR 91. VIN # 92. OTHER IDENTIFIERS 93. DISPOSITION OF VEHICLE
94. REGISTERED OWNER 95. ADDRESS CITY STATE ZIP 96. PHONE

[0 PROPERTY REPORT ATTACHED FOR STOLEN, RECOVERED OR DAMAGED P//EﬁRTY

97. DAMAGED PROPERTY VALUE
S

REPORTING OFFICER OFFICER 1.D. REVIEWED BY/D, QTE ﬁ PP 2, o ENTERED BY/DATE ENTERED BY/DATE
Sergeant David Clark 3876 Capt. K. 7 221419
COPIES TO: APR SENT. ¥ APR CANCELLED: DOJ-NCIC ENTERED: | DOJ-NCIC CANCELLED

:CD] Riverside County Sheriff-Incident Report Form A 435 (Revised 08-18-2019)
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PERSONNEL INVESTIGATION
PERS2019-0111 PAGE 9

We are dedicated to honesty and integrity in all our actions and will uphold our ethical beliefs
regardless of the consequences. Our actions must be above reproach.

We will serve with honor and vitality. Our professionalism dictates critical self-appraisal and objective
analysis, with a commitment fo community betterment. We will maintain the position of honor enirusied
to us by those we serve,

The Department requires all members to subscribe to a Code of Ethics as defined in the General Orders.
The Department has adopted the Code of Ethics into its General Orders and thereby the Code has
become Department policy, which includes the phrases:

. I will keep my private life unsullied as an example to all; maintain courageous calm in the face of
danger, scorn, or ridicule; develop self-restraint; and be constantly mindful of the welfare of others. I
will be exemplary in obeying the laws of the land and the regulations of my department...

Captain Kurylowicz’ failure to adhere to the ethics provisions of the code by his conduct constitutes a
further act of misconduct and violation of General Orders by his failure to obey the regulations of the
Department. The totality and severity of these sustained allegations further showed his actions were
not in any way conduct or behavior condoned by the Department. Therefore, the allegation that
Captain Kurylowicz’ actions were conduct unbecoming a Sheriff’s Captain when he solicited sex
while on-duty is sustained and a violation of the following general orders:

GENERAL ORDERS SECTION 102.01

The Department requires all members to subscribe to an ethical standard of conduct as defined in the
Law Enforcement Code of Ethics. The Department expects all members to act in a reasonable,
considerate and professional manner to fellow members and the public at all times.

GENERAL ORDERS 202.04:
Department members, whether on or off duty, shall be governed by ordinary and reasonable rules of
good conduct and behavior.,

GENERAL ORDERS 202.18:
Department employees shall devote their full time and attention to the services of the Department while

on duty.

GENERAL ORDERS 1200.3:

Department members are under a duty to act solely for the benefit of the Sheriff's Department in all matters
connected with their employment. Personal use of any computer system, network, terminal, peripheral, etc.,
not connected to the employee's official duties is prohibited.

ALLEGATION THAT CAPTAIN KURYLOWICZ’ CONDUCT BROUGHT DISCREDIT ON
THE DEPARTMENT:

The on-duty actions of Captain Kurylowicz have the potential, and will likely become public record,
which would bring discredit to the Department when the on-duty misconduct of a high-ranking
Department member is disclosed by law. Additionally, Office Assistant Watts and Sergeant Winters
are now aware of the misconduct Captain Kurylowicz engaged in while on-duty. Therefore, the




ja—y

SN OO~ N U B W o —

{
PERSONNEL INVESTIGATION
PERS2019-0111 PAGE 10

allegation that Captain Kurylowicz’ conduct brought discredit to the Department when he solicited
sex while on duty is susfained and a violation of the following general order:

GENERAL ORDERS SECTION 202.03
Department members shall conduct their private lives to avoid bringing discredit to the Department.

CASE STATUS:

No further investigation is anticipated in this matter. This case will be submitied to Sheriff's
Administration for final disposition,




RIVERSIDE COUNTY SHERIFF’S DEPARTMENT
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PERS2019-0111
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FORENSIC EXAMINATION REPORT

CASE NUMBER PERS2019-0020

Case generated Wednesday, June 26, 2019
Report generated  Thursday, August 15, 2019



Case averview

CASE OVERVIEW

CASE PROCESSING DETAILS

SCAN1 . .
Scan date  Wednesday, June 26, 2019 1:25:18 PM

PERS2019-0020 | Thursday, August 15, 2019




Evidence overview

EVIDENCE OVERVIEW

Bvidence items 2

Combined results 1,118,621

HDD 0846653.E01 (192,551)
Evidence number  HDD_0846653.EQ1
tocation HDD_0846653.E01

Platform Computer

HDD_0846652.E01 (926,070)
Evidence number  HDD_0846652.E01
Location  HDD_0846652.E01

Platform  Computer

PERS2019-0020 | Thursday, August 15, 2019




Gmail Webmail

Record 1

Tags Bookmark‘ of interest

Comments }
O e ——e :

Subject | Re: you have a new message - reply to your ad |

Sent Date/Time - Local Time |~ Tue, Jul 10, 2018 at 2:17 PM

Last Activity Date/Time = UTC- ' 7/10/2018 2:19:02 PM
08:00 (M/d/yyyy)DST]

Record 2

Snippet’ | By mission Grove no | don't Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 2:04 PM, Private

| X
B! com> wote: | work in MoVal. What area? Do you have a place? On Tue, _

Status = Read

Source | ¢ HDD, 0846652 EQT - PQ(HEIQHZ (N1|cro§9f( NIES. gg_zzs GBM\hiberfilsys ) B
Location e Xpress block #29723 at offset 825044600, Offset within the block: 53362 . B
Evidencenumber | e HDD_O&a&GSZ,Em y
Deletedsourcet =« B B
Recovery Method _ s Caning _ o

Tags ". Bookmark Of interest ) ) L
Comments o K S AN e i DG M G e e e S T
Email(s) —yahoo-99m_> e —

Subject | Re: you have a new message - reply to your ad #;

Sent Date/Time = LocalTime ! Tue, Jul 10, 2018 at 1:59 PM

| Last Activity Date/Time - UTC- | 7/10/2018 2:18:57 PM

08:00 (M/d/yyyy)DST] | S
Snippet | By moreno valley Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 1:50 PM, anate- B
] gmail.com> wrote: Where in riverside are you? | live i OnTue Jul10,2018at
Status = Read R T N
Source o HDD_0846652.E01 - Partition 2 (Microsoft NTFS, 232.79 GB\hiberfil.sys

Location ! ° Xpress block #29723 at offset 825044600, Offset within the block: 54102 =

Evidence number | HDD_0846652.E01 ; S -
Deletedsource | o =~ . 4 a = e =
Recovery Method Carvlno R S — N e s s

Record 3

Sent Date/Time - Local Time | Tue, Jul 10, 2078 at 1:48 PM

Tags | |
Comments |

Email(s) |

Subject | Re: you have a new message - reply to your ad #

Last Activity Date/Time - UTC- | 7/10/2018 2:18:57 PM
08:00 (M/d/yyyy)[DST] -

Record 4

Sent Date/Time - Local Time | Tue, Jul 10, 2018 at 1_45 PM

Snippet = horny / curious Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 1:46 PM, Private <
5 :il.com> wrote: ok are you gay? bi? straight? or just horny On Tue, Jul 10, 2018 atT:

Source ,,,,._,'u, HDD“0846552.E01-PanitionZ(Microsoft NTFS, 232.79 GB)\hiberfil.sys o B
Location | e« Xpress block #29723 at offset 825044600, Offset within the block: 54837
Evidencenumber | e«  HDD_0846652.E01 o
Deletedsource '~~~ » ) - T B
RecoveryMethiod | o Ervlng_ e e

Tags | Bookmark, Of interest
Comments
Email(s)
Subject ™) Ke: you n.

Last Activity Date/Time - UTC- | 7/10/2018 2:18:57 PM

08:00 (M/d/yyyy)[DST)

PERS2019-0020 | Thursday, August 15, 2019

Snippet = No | can not bro u can't tall here Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 145 PM,
Private 4 @gmail com> wrote: Can you text? On Tue, Jul 10, 2018 at 136 PM,
Status | Read



Gmail Webmail

HDD_0846652.£01 - Parition 2 (Microsoft NTFS, 23279 GB)hibertilsys

Source .
location «  Xpress block #29723 at offset 825044500, Offset within the block: 55571 .
Evidence number o HDD_0846652.£01 i
Deleted source o o e
RecoveryMethod |  «  Carving B R
Record 5 o R B B
‘ Tags | Bookmark Ofinterest ) o "
Comments e
emais) [ - - - N —
| Subject | _Re: you have a new messag,e,-,r_gpl,ytqugr_as?!_mm,_ e
! Sent Date/Time - Local Time _Tue, Jul 10, 2018 at 136 PM s e e B e
| Last Activity Date/Time -UTC-  7/10/2018 2:18:57 PM o
] 08:00 (M/d/yyyy)[DST] S
Snippet | Yeah Riverside send a pic 50 we can meet Sent from Yahoo Mail on Android On Sat, Jul 7, 2018 at 11:4
i 2 AM Private . Dgmail.com> wrote: 27?22 On Fri, Jul 6, 2018 at 4:59 AM
; Stats | Read F
‘ Source o HDD_0846652.E01 - Partition 2 (Microsoft NTFS, 232.79 GB)\hiberfilsys -
location e  Xpress block #29723 at offset 825044600, Offset within the block: 56309 o o i
. Evidencenumber s HDD 0846652.E01 - e -
| Deletedsource .~ o R s —~—~~—~—-———7V coiasia
E RecoveryMethod | _ » Canving —
Record 6 e L N
S Tags'| Ofinterest e =
Comments T T
Email(s) Doublelist <robot@doublelistcom> oo e g '
Subject ' you have a new message - reply to your ad -___-___,,_ R -
Status | Read ' e e
'f Source e HDD_0B46652E01 - Partition 2 (Microsoft NTFS, 232.79 GBMhiberfilsys -
i i Location e Xpress block #29723 at offset 825044600, Offset within the block: 57062 o B
8 Evidence number e HDD_0846652.01 - T
' Deetedsource e ST
| ' Recovery Method | e Caring L

PERS2019-0020 | Thursday, August 15, 2019







Doublelist is for the straight, gay and curious looking to connect
- locally right now.

We're like those apps, but way better )

Sign-up now, its free

Already a member? Login hers

kttmefidmahlalicot namionlach]

4 it
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] - . “July 2018 : " Algust 2018
h=—< Non Su Mo Tu We Th Fr Sa 5u. Mo Ti We Th Fr_Sa
. . . 1:2 3 .4 5§ T 1 -2 3. 4
: 8§ 9 10 1 12 13 14 5 °.6 7 -8 9 10 11
15 16 17 18 19 20 2 122 13 14 15 16 17 18
22 .23 24 25 2% 27 B 19 20 21 22 23 24 25
297 30 .31 : 2% 27 28 29 30 3
SUNDAY MONDAY TUESDAY WEDNESDAY THURSDAY FRIDAY SATURDAY
Jul 1 2 3 4 5 6 7
9:00am Commanders
Meeting (MVPD
8 9 10 11 12 13 14
2:00pm Staff Meeting
(Captain's Conference
Room) - Kurylowicz,
David
15 16 17 18 19 20 21
10:00am FW: Executive
Team Meeting
(Conference Room -
City Manager) -
22 23 24 25 26 27 28
29 30 31 Aug 1 2 3 4

Kurylowicz, David

9/12/2019 1:42 PM
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RIVERSIDE COUNTY SHERIFF’S DEPARTMENT

PROFESSIONAL STANDARDS BUREAU

PERS 2019-0111

TAB -4




| INCIDENT REPORT |

DATE PREPARED: 09/18/2019 RIVERSIDE COUNTY SHERIFF CA0330000 [] mNITIAL SUPPLEMENTAL

1. FILE NUMBER 2. DATE/TIME REPORTED 3. DATE/TIME ASSIGNED 4. DATE/TIME INV. START 5. DATE/TIME INV, TERM 6. ADULT ARR 7. JUV ARR
PERS2019-0111

8. OFFENSES — CODE SECTION CRIME COUNTS 9. EDP CODE
No Change

10. OFFENSES - CODE SECTION (Add or Change to) CRIME COUNTS 11. EDP CODE

12. OFFENSES — CODE SECTION (Add or Change to) CRIME COUNTS 13. EDP CODE

15. REP. DIST. 16. OCCURRED ON- DATETIME 17. OR BETWEEN DATE/TIME

14. LOCATION OF OCCURRENCE

18. BUSINESS NAME

15. BUSINESS PHONE

20. CASE STATUS/ CLEARANCE
No Change

21. WAS THIS INCIDENT RELATED TO MAR

IJUANA? YES NO

(If yes, briefly include in narrative or additional details how it was related)

22. BWC VIDEQ (CAPTURED BY YOU OR ANY OTHER DEPARTMENT MEMBER)

YES NO

VICTIM — REPORTING PARTY — WITNE

SS — OTHERS:

[[] SEE ADDITIONAL PERSONS REPORT

23 INVL 24, NAME (Last, First, Middle) 25.SEX | 26. RACE | 27. DOB 28.AGE | 29.HT | 30.WT | 3L.HAIR | 32, EYES| 33.SKIN
(0] Kurylowicz, David #2520
34. RESIDENCE ADDRESS CITY ZIP 35. EMAIL ADDRESS 36. RES. PHONE
37. BUSINESS ADDRESS CITY ZIP 33. EMAIL ADDRESS 39. BUS. PHONE
Moreno Valley Police Station
0. INVL | 41. NAME {Last, First, Middle) 42.SEX | 43.RACE | 44.DOB 45.AGE | 46.HT | 47. WI | 48.HAIR | 49.EYES| 50, SKIN
51. RESIDENCE ADDRESS CITY ZIP 52. EMAIL ADDRESS 53. RES. PHONE
54. BUSINESS ADDRESS CITY ZIP 55. EMAIL ADDRESS 56. BUS. PHONE

[CJ SEE ADDITIONAL PERSONS REPORT [J ARRESTED

SUSPECT: [ ADULT []JUVENILE [J PAROLE D PROBATION
57. SUS# 58. NAME (Last, First, Middle) 59. SEX 60. RACE 61. DOB 62. AGE 63. HT 64. WT 65. HAIR| 66. EYES| 67. SKIN
68. DRIVER'S LICENSE NUMBER / ID NUMBER ﬁESSIE 69. STATE | 70. SOCIAL SECURITY NUMBER 71. MNI NUMBER 72. Cll NUMBER
YES|
73. RESIDENCE ADDRESS CITY Zp 74. EMAIL ADDRESS 75. RES. PHONE
76. BUSINESS ADDRESS CITY ZIp 77. EMAIL ADDRESS 78. BUS. PHONE
7 JUVENILE DISPOSITION [ JOTHERJURIS. | JJUV. CRT. PROB. WITHIN DEPT. DETAINED __ | NOT DETAINED
80. GANG DATA 8l. TATTOOS/SCARS/MARKS/CLOTHING DESCRIPTION
GANG NAME(S):
OMember [ Associate [ Self-Admit [ Prior Knowledge
TATTOOS / SCARS / MARKS —
E Face E Neck E R. Arm ﬁ L. Arm E Hands ﬁ Torso E Back Legs
VEHICLE: [] REFER TO CHP 180 FORM FOR STOLEN, RECOVERED, TOWED OR IMPOUNDED
82. INVL 83. LICENSE 84. STATE 85. YEAR | 86. MAKE 87. MODEL 88. BODY STYLE 89. S/L/R/O AUTO VALUE
Code: $
90. COLOR/COLOR 91. VIN# 92. OTHER IDENTIFIERS 93. DISPOSITION OF VEHICLE
94, REGISTERED OWNER 95. ADDRESS CITY STATE ZIp 96. PHONE

[] PROPERTY REPORT ATTACHED FOR STOLEN, RECOVERED OR DAMAGED PROP

I:?. DAMAGED PROPERTY VALUE
3

REPORTING OFFICER
Sgt. S Winters

REVIEWED BY/DATE

kaﬂﬁ

OFFICER LD.
2760

7o

ENTERED BY/DATE ENTERED BY/DATE

COPIES TO:

APR CANCEI

LLED: DOJ-NCIC ENTERED: | DOJ-NCIC CANCELLED

O Riverside County Sheriff-Incident Report Form A 435 (Revised 08-19-2019)












FILE NUMBER

PERS2019-0111 CONTINUATION PAGE Page Number:
; Verify Information
3 Drive 1
4 Bay: //10.0.0.30/FORENSICSFILES\FALCON IMAGES
5 LBA Count: 488397168
6 Sector Size; 512
T | Hash Type: MD5
8 Hash: 37b6353158ffd3f1d7a8d7aa80f7788b
9 Result: Pass
10
i é Case
13 Information
14 Case/File Name: HDD_0846652
15 Case |D: HDD 0846652
16 | Examiner: Winters
17 | Evidence ID: HDD 0846652
18 Case Notes: 250 GB SEAGATE HDD FROM DELL DESKTOP C002834
19
20
21 Dell model Optiplex 3010 computer tower BCN C002919 (S C002919 H 0846653):
22 v "

£y
= 3t
= &%
Bl

5 51

Computer BIOS information

CPU: Intel Core 13 — 3245 @ 3.40 GHz
RAM: 4096 MB
BIOS: Dell v. All

System Date/Time:  02/08/19 07:23 hours
Local Date/Time: 02/08/19 07:23 hours PST

$ Riverside County Sheriff-Form C 442 Continuation Page (Revised 3-10-2017)







FILE NUMBER

@ Riverside County Sheriff-Form C 442 Continuation Page (Revised 3-10-2017)

| PER8201_9_-0111 CONTINUATION PAGE Page Number;
1 Hash
2 Information
3 LBA Count; 488397168
; Sector Size: 512
6 Hash Type: MD5
7 Source Hash: bddf7d45ea8bb6d042771f35e1607cch
8
9 Verify Information
10| Drive 1
11| Bay: //10.0.0.30/FORENSICSFILES\FALCON IMAGES
121" 18A count: 488397168
13 Sector Size: 512
ig Hash Type: MD5
16 Hash: bddf7d45ea8bb6d042771f35e1607cch
17 Result: Pass
18
19| Case
20| Information
21| Case/File Name: HDD_ (846653
22| caselD: HDD 0846653
23| Examiner: Winters
24| EvidenceID:  HDD 0846653
gg Case Notes: 250 GB SEAGATE HDD FROM DELL DESKTOP C002919
27
28
29 Examination
30 The Forensic examination was conducted using my Riverside County Sheriff’s Department
31  assigned forensic computer (WS08-FCO02), 1 completed my examination of the evidence in this
32  case using Opentext EnCase v8.07 (industry-standard computer forensics software) and Magnet
33 Axiom v3.0.0.13673 (automated artifact recovery tool). My examination of the computer’s hard
34  drive was conducted on the Duplicate Digital Evidence (DDE) image file,
35
36
37
38
39
40 Intentionally left Blank
41
42
43




FILE NUMBER

SO XINWN B W —

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
2
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44

PERS2019-0111 CONTINUATION PAGE Page Number:
Install and Shutdown Date/Time (S C002834 H 0846652)
i Value Last
| Text Written J
| 1 Product Name Windows 7 Professional 06/15/18 09:39:08 AM
= Product ID 00371-0EM-8992671-00524 06/15/18 09:29:08 AM
[Z] Current Version 6.1 06/15/18 09:39:08 AM
[#] Current Build Number 7601 06/15/18 09:39:08 AM
=] Registered Owner PDIMAGE 06/15/18 09:39:08 AM
Registerad Organization 06/15/18 09:39:08 AM
[£] System Root C:\Windows 06/15/18 09:39:08 AM
[%) Path Name C:\Windows 06/15/18 09:39:08 AM
[ Install Date Thu, 02 Jan 2014 20:01:55 GMT 06/15/18 09:39:08 AM
[ Shutdown Time Wed, 02 Jan 2019 19:41:28 GMT 01/02/19 11:41:28 AM
System Time Zone Information (S C002834 H 0846652)
Niiriia B [ Value Last
Text Written
[5] Standard Time Bias 0 11/05/18 11:36:10 AM
[Z Standard Time Pacific Standard Time 11/05/18 11:36:10 AM
[£] Standard Time is set to change on Month: 11 - Sunday: 1 - Time: 02:00 11/05/18 11:36:10 AM
[£] Daylight Time Bias +1 11/05/18 11:36:10 AM
| E] Daylight Savings Pacific Daylight Time 11/05/18 11:36:10 AM
[£] Daylight Savings is set to change on  Month: 3 - Sunday: 2 - Time: 02:00 11/05/18 11:36:10 AM
[£] Active Time Bias offset from GMT -8 11/05/18 11:36:10 AM
[£] Current Time offset from GMT -8 11/05/18 11:36:10 AM
[Z] Display (UTC-08:00) Pacific Time (US & Canada)
User Accounts(S C002834 H 0846652)
This Windows system contained the below listed user accounts.
- N - Last File Last Entry -
ame | Accessed Created Written Modifigd
= All Users 07/13/09 09:53:55 PM 07/13/09 09:53:55 PM 07/13/09 09:53:55 PM 01/02/14 11:47:07 AM
Default 07/14/0912:17:20 AM 07/13/09 07:37:05 PM 07/14/09 12:17:20 AM 01/02/14 11:46:36 AM
3 Default User 07/13/09 09:53:55 PM 07/13/09 09:53:55 PM 07/13/09 09:53:55 PM 01/02/14 11:47:07 AM
Dkurylow 12/},2/1 801:49:33 PM 12/20/17 09:29:33 AM 12/12/18 01:49:33 PM 12/12/18 01:49:33 PM
jontiver 10/26/17 09:44:18 AM 01727/14 09:36:45 AM 10/26/17 09:44:18 AM 10/26/17 09:44:18 AM
laclark 12/25/18 12:30:38 AM 12/25/18 12:29:23 AM 12/25/18 12:30:38 AM 12/25/18 12:30:38 AM
Public 01/06/1410:13:48 AM 07713709 07:37:05 PM 01/06/14 10:13:48 AM 01/06/14 10:13:48 AM
ttester 07/03/14 04:22:45 PM 04/22/14 01:30:27 PM 07/03/14 04:22:46 PM 07/03/14 04:22:46 PM
ttester.W7 08/09/17 01:37:55 PM 06/23/17 04:25:38 PM 08/09/17 01:37:55 PM 087/09/17 01:37:55 PM

ttester. W7

03/20/18 10:38:00 AM

01/10/18 08:18:30 AM

03/20/18 10:38:00 AM

03/20/18 10:38:00 AM
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Install and Shutdown Date/Time (S_C002919 H 0846653)
[£] Product Name Windows 7 Enterprise 09/26/18 01:29:32 PM
[Z Product ID 00392-918-5000002-85398 09/26/18 01:29:32 PM
[Z] Current Version 6.1 09/26/18 01:29:32 PM
[£] Current Build Number 7601 09/26/18 01:29:32 PM
Registered Owner user 09/26/18 01:29:32 PM
[£] Registered Qrganization 09/26/18 01:29:32 PM
[£] System Raot C:\Windows 09/26/18 01:29:32 PM
[£] Path Name C:\Windows 09/26/18 01:29:32 PM
[£] Install Date Wed, 07 May 2014 18:13:28 GMT 09/26/18 01:29:32 PM
Shutdown Time Mon, 22 Oct 2018 17:07:33 GMT 10/22/18 10:07:33 AM
System Time Zone Information (S C002919 H 0846653)
AT Value Last
Text Written |
] Standard Time Bias 0 11/04/18 01:00:05 AM
Standard Time Pacific Standard Time 11/04/18 01:00:05 AM
[£] Standard Time is set to change on Month: 11 - Sunday: 1 - Time: 02:00 11/04/18 01:00:05 AM
Daylight Time Bias +1 11/04/18 01:00:05 AM
I [£] Daylight Savings Pacific Daylight Time 11/04/18 01:00:05 AM
[£] Daylight Savings is setto change on  Month: 3 - Sunday: 2 - Time: 02:00 11/04/18 01:00:05 AM
[£] Active Time Bias offset from GMT -8 : 11/04/18 01:00:05 AM
[Z] Current Time offset from GMT -8 11/04/18 01 }00:05 AM
[Z] Display (UTC-08:00) Pacific Time (US & Canada)
User Accounts (S C002919 H 0846653)
This Windows system contained the below listed user accounts.
e | tast . File O Last Entry
Accessed Created Written Modified
davidl 01/16/19 01:24:38 PM 01/16/19 01:23:48 PM 01/16/19 01:24:38 PM 01/16/1901:24:38 PM
davidk 10/22/18 10:05:18 AM 12/15/17 10:19:31 AM 10/22/18 10:05:18 AM 10/22/18 10:05:18 AM
jontiver 10/24/17 10:34:41 AM 05/08/14 10:58:59 AM 10/24/17 10:34:41 AM 10/24/17 10:34:41 AM
steveh 05/15/14 10:52:33 AM 05/15/14 10:52:22 AM 05/15/14 10:52:33 AM 05/15/14 10:52:33 AM

Administrator
| B9 user
Public
Default
&9 Default User
= All Users
[ desktop.ini

05/08/14 08:41:59 AM
05/07/14 11:14:01 AM
11/06/13 09:55:55 AM
07/14/09 12:17:20 AM
07/13/09 09:53:55 PM
07/13/09 09:53:55 PM
07/13/09 09:41:57 PM

05/08/14 08:41:44 AM
05/07/14 11:13:32 AM
07/13/09 07:37:05 PM
07/13/09 07:37:05 PM
07/13/09 09:53:55 PM
07/13/09 09:53:55 PM
07/13/09 09:41:57 PM

05/08/14 08:41:59 AM
05/07/14 11:14:01 AM
11/06/13 09:55:55 AM
07/14/0912:17:20 AM
07/13/09 09:53:55 PM
07/13/09 09:53:55 PM
07/13/09 09:41:57 PM

05/08/14 08:41:59 AM
05/07/1411:14:01 AM
05/07/14 11:51:10 AM
05/07/14 11:51:10 AM
05/07/1411:51:19 AM
05/07/1411:51:19 AM
05/07/14 11:44:02 AM
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1  Axiom Report:
2 The previously listed system, time, and user account information was located using Opentext
3 EnCase. I then loaded the DDE image files into Axiom and processed all the system artifacts (it
4  should be noted all the evidence related to this investigation was located on computer
5 8 .C002834 H_ 0846652). Once the system artifacts were processed, 1 conducted a search of
6  documents and located the following:
7
8  The following document “DocuSign LEPS 570 Kurylowicz SUM18 ns.pdf’ was located at
9 the following file location: User\Dkurylow\Dropbox\DocuSign LEPS 570 Kurylowicz
10 SUMI18 ns.pdf. This document was an Instructor Employment Agreement between David
11 Kurylowicz and The University of San Diego for Kurylowicz to instruct LEPS 570 Community
12 Assessment Organizations from July 10, 2018 to August 27, 2018.
13
14 Record 1 _ ) e _ )
. DocuSign LEPS 570 Kuiylowicz, SUMIB nspdf - - . . .
16 4172018 Krde:55 PM
17 R bsase R T T T T T ST
18 CAN0I8 04923 PM i T B i
19
20 B Y : R
21 )
22 e e
23 i
HDD_0B46652.£01 - Partiion 2 (Microsoft NTFS, 232.79 GBUsers\DkuryiowiDrophoxiDocuSion_LEPS_570 K
25 urlowicz, SUMTE. s, paf ) T
26 i -
27 5 g ’
28 '
29
30
31
32
33
34
35 Intentionally left Blank
36
37
38
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Based on the Instructor Employee Agreement document I found, 1 created a timeline search of
the computer from July 1, 2018 to September 1, 2018 and searched for evidence that Kurylowicz
was instructing or conducting University of San Diego business while on duty for the Sheriff’s
Department. Although I did locate some email correspondence and documents, I did not locate a
substantial amount of evidence that led me to believe Kurylowicz was conducting University of
San Diego instruction or business while on-duty.

While I was conducting the examination of the timeline search, I located the following Gmail
webmail text/chat snippets that appeared to be inappropriate, being that the text/chat snippets
were on a Riverside County Sheriff’s Department computer.

Tags | Bookmark, Of interest
Comments
Email(s) ahoo.com>
Subject | Re: you have a new message - reply to your ad | | IR

Sent Date/Time - Local Time
Last Activity Date/Time - UTC-
08:00 (M/d/yyyy)[DST]
Snippet

Status

Source

Location
Evidence number
Deleted source
Recovery Method

Tags

Comments

Email(s)

Subject

Sent Date/Time - Local Time
Last Activity Date/Time - UTC-
08:00 (M/d/yyyy)[DST)
Snippet

Status

Source

Location
Evidence number
Deleted source
Recovery Method

Tue, Jul 10, 2018 at 1:36 PM
7/10/2018 2:18:57 PM

Yeah Riverside send a pic so we can meet Sent from Yahoo Mail on Android On Sat, Jul 7, 2018 at 11:4

2 AM, Private

Read :
e HDD_0846652.E01 - Partition 2 (Microsoft NTFS, 232.79 GB)\hiberfilsys
. Xpress block #29723 at offset 825044600, Offset within the block: 56309
. HDD_0846652.E01

)gmail.com> wrote: 22222 On Fri, Jul 6, 2018 at 4:59 AM, Chris

. Carving

Of interest

I - 0. cOr>
Re: you have a new message - reply to your ad || | | NI

Tue, Jul 10, 2018 at 1:46 PM
7/10/2018 2:18:57 PM

No | can not bro u can't tall here Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 1:45 PM,

Private pgmail.com> wrote: Can you text? On Tue, Jul 10, 2018 at 1:36 PM,
Read

. hiberfil.sys

. Xpress black #29723 at offset 825044600, Offset within the block: 55571

. hiberfil.sys

.

° Carving

O Riverside County Sheriff-Form C 442 Continuation Page (Revised 3-10-2017)
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Tags

Comments

Email(s)

Subject

Sent Date/Time - Local Time
Last Activity Date/Time - UTC-
08:00 (M/d/yyyy)[DST]
Snippet

Status

Source

Location
Evidence number
Deleted source
Recovery Method

Tags

Comments

Email(s)

Subject

Sent Date/Time - Local Time
Last Activity Date/Time - UTC-
08:00 (M/d/yyyy)[DST]
Snippet

Status

Source

Location
Evidence number
Deleted source
Recovery Method

Tags

Comments

Email(s)

Subject

Sent Date/Time - Local Time
Last Activity Date/Time - UTC-
08:00 (M/d/yyyy)[DST]
Snippet

Status

Seurce

Location
Evidence number
Deleted source
Recovery Method

Bookmark, Of interest

I, - o com>
Re: you have a new message - reply to your ad | RN
Tue, Jul 10, 2018 at 1:48 PM
7/10/2018 2:18:57 PM

homy / curious Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 1:46 PM, Private -
@gmail.com> wrote: ok are you gay? bi? straight? or just horny On Tue, Jul 10, 2018 at 1
Read
. HDD_0846652.E01 - Partition 2 (Microsoft NTFS, 232.79 GB\hiberfil.sys
. Xpress block #29723 at offset 825044600, Offset within the block: 54837
. HDD_0846652.£01

. Carving
Bookmark, Of interest

yahoo.com:>
_Re: you have a new message - reply to your ad #
Tue, Jul 10, 2018 at 1:58 PM
7/10/2018 2:18:57 PM

¢ moreno valley Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 1:50 PM, Private -II
h)c}mall com> wrote; Where in riverside are you? | live in temecula On Tue, Jul 10, 2018 at
Read
. HDD_0846652.EQ1 - Partition 2 (Microsoft NTFS, 232.79 GB)\hiberfil.sys
. Xpress block #29723 at offset 825044600, Offset within the block: 54102
. HDD_0846652 E01

o Carving

Baokmark, Of interest

yahoo.com>

Re: you have a new message - reply to your ad —

Tue, Jul 10, 2018 at 2:17 PM
7/10/2018 2:19:02 PM

By mission Grove no | don't Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 2:04 PM, Private
@gmail.com> wrote: [ work in MoVal. What area? Do you have a place? On Tue
Read
o HDD_0846652.E01 - Partition 2 (Micrasoft NTFS, 232.79 GB)\hiberfil.sys
. Xpress block #29723 at offset 825044600, Offset within the block: 53362
. HDD_0846652.E01

. Carving

O Riverside County Sheriff-Form C 442 Continuation Page (Revised 3-10-2017)
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On August 15, 2019, I contacted Lieutenant Paulson and advised him of my findings. Lieutenant
Paulson advised me to standby on conducting additional searches and he would get back with
me.

On August 22, 2019, Sergeant David Clark from the Professional Standards Bureau contacted
me and requested additional information reference my findings. Sergeant Clark requested I
examine the computer further and attempt to determine the computer user at the time of the
Gmail webmail snippets and also requested any additional information I could locate in reference
to the Gmail webmail snippet string.

On August 26, 2019, I began an additional examination of the digital evidence. The previous
located Gmail webmail text/chat snippets were located in a hyberfil.sys file. A hyberfil.sys file is
a Windows computer system created file and is created when the computer goes into hibernation
mode. Hibernation mode uses the hiberfil.sys file to save the current state (memory) of the
computer onto the hard drive and the file is used when the Windows computer system is turned
back on and brings the computer back to the previous state for the user.

As you review the below listed file, you see that the hiberfil.sys file was created on July 10, 2018
at 2:18:57 PM. This when the computer went into a hibernation state; however, when you review
the snippet, you see a date and time of July 10, 2018 at 1:45 PM and July 10, 2018 at 1:36 PM. |
believe this date and time is when the chat / message was sent.

14

Tags  Of interest

Comments
emoic) | [, - - - -

Subject | Re: you have a new message - reply to your ad
Sent Date/Time - Local Time | Tue, Jul 10, 2018 at 1:46 PM
Last Activity Date/Time - UTC- | 7/10/2018 2:18:57 PM
08:00 (M/d/yyyy)[DST]
Snippet = No | can not bro u can't tall here Sent from Yahoo Mail on Android On Tue, Jul 10, 2018 at 1
Private <socalcollegequy@gmail.com> wrote: Can you text? On Tue, Jul 10, 2018 at 1:36 PM,

Status | Read
Source . hiberfil.sys
Location . Xpress block #29723 at offset 825044600, Offset within the block: 55571
Evidence number . hiberfil sys

45 PM,

O Riverside County Sheriff-Form C 442 Continuation Page (Revised 3-10-2017)
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1 I conducted an additional examination of the digital evidence using the Axiom timeline scarch
2 feature and the Window Event Viewer. I narrowed my search to July 10, 2018. I located 3 — User
"3 Account log-ons for User Account Dkurylow. I did not locate any other computer User Account
4  log-ons for July 10, 2018,
5
6  Log-on #1 - User Dkurylow occurred on July 10, 2018 at 10:38:47 AM. This account Log-on
7  was a type 2, which means the user logged on at keyboard and screen of the computer system.
9 o j - _
10 mewww» -
hogalls et :
13 ogeaType e
14 Tn s wmen b
15 oA
1 6 ‘m*“‘ s ”'dtlﬂ‘l‘m!ll
17 N T
18
19
20
21
22 o
23 [The au : '_ ant _“-'-' \"' ,-‘ T “_., ." mm-mm:mw-hkwmwahﬂmm:mwm
24 : MWWHM&!WdMMMMMMWﬂZWM!M
' mhwm%hmhﬂmhmmnMuhx:mMQWM.
25 udnutﬁ‘ﬁ‘.—-.‘ -_4' "4“‘ 3 .-.-..!M 5 oyt Lo o ,hlﬁm
26 - |
27 A - L, r "
28 . :mehwdhwmw Th-hihumu—mhy—'wmi
29 R - o -
30 | Yource Mok Winklows iecurty. Lojged I/ X8 K3RATAM :
D . &N Task Category.- Lsgen .
31 et iomtion et Scces :
33 '
34
35
36
37
38
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Log-on #2 - User Dkurylow occurred on July 10, 2018 at 3:00:20 PM. This account Log-on was
a type 7, which means the user unlocked the computer / workstation (i.e. unattended workstation
with password protected screen saver) ‘

{ - [The betwerk fieds & ‘:"'.* & ewokz Kigon sequest origh
: mmmwmmmumnmnmmmmmm

dmwm-rﬁ“ bt are 2 (nteinct s-u

. mwmm-&nhmhmhmmmm mhxmﬂﬂubggldm

ki " WHMWMMMMHMMMM

'-__ugmﬁuou wmhmumwmmmm:mm

- which i Illshgmm

~Package name ndicates mmmmmmma
'-MMM!&MHMMWW mﬂkulmmhymw

e Sl y Lo o G b P

it . . s e RRSOOONLENE i
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12
13
14
15
16
17
18

19°

20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

Log-on #3 - User Dkurylow occurred on July 10, 2018 at 3:37:20 PM. This account Log-on was
a type 7, which means the user unlocked the computer / workstation (i.e. unattended workstation

with password protected screen saver)

Page Number:

17

'-mmmmmhucmlﬂﬂmhmmmMuhxwtﬂ-uhmm .
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Log Name Towly L ..
| “Soufce: Migusoht Windows security : Logged: T8 23720 PM
vt ¥ Tutmw Lagon '
“Usen . Compiiten m1mmummm

¢ Riverside County Sheriff-Form C 442 Continuation Page {Revised 3-10-2017)




FILE NUMBER
PERS2019-0111

CONTINUATION PAGE

00 NN L BAWN -

L W W W LW W W W LW NN NN NDNNN — — — =

While I was reviewing the Axiom timeline search, I located the following activity for User
Account Dkurylow. The following is a screenshot of the Axiom timeline for User Account
Dkurylow. The activity included emails accessed, documents accessed, and Google Chrome web

acCcCess.

Page Number:

§ 7no2oe 103647 AM
/1072018 10:3825 AM
7/10/2018 10:38:25 AM
7110/2018 10:44:19 AM
7/10/2018 10:44:19 AM
7/10/2018 10:44:54 AM
7/10/2018 1044:54 AM

B N B B N |

71072018 10:4843 AM

7/10/2018 104843 AM

7/10/2018 104200 AM

wn

7/10/2018 104200 AM
7/10/2018 110222 AM
771072018 11.02:22 AM
B 7102018 110232 AM

il /102018 11:02:32 AM
7/10/2018 110232 AM
771072018 110232 AM
7/10/2018 112101 AM

= m

7/10/2018 11:22:52 AM
T/10/2018 11:24:18 AM
7/10/2018 11:24:18 AM
771072018 11:24:18 AM
7/10/2018 1:24:18 AM
77102018 11:24:18 AM
771072018 11:28:18 AM
7/10/2018 112418 AM
7/10/2018 11:24:18 AM
7/10/2018 11:31:00 AM
T/10/2018 11:31:32 AM
71072018 11:40:16 AM
71012018 115051 AM
7/10/2018 11:50:51 AM
771072018 11:50:51 AM
7/10/2018 11:50:58 AM
7/10/2018 11:50:38 AM
77102018 11:5300 AM
I 7/10/2018 11:53:31 AM
7/10/2018 11:58:45 AM

R B R B R NN EE RN E

7/10/2018 11:5845 AM
771072018 11:58:52 AM
7710/2018 11:58:52 AM
771072018 11:58:52 AM
B 2710/2018 115852 AM
[ | " B 11:58:52 AM
i

|

7/10/2018 11:58:32 AM
7/10/2018 11:58:52 AM

B 771072018 11:50:49 AM
B 0208115043 am
B 71002018 120642 oM
B 71102018 120642 PM
b /2018 12:0800 PM

Created Date/Time

Azcessed

Madified

Crasted

Acceszed

Madified

MFT medified

Created

Accessed

Modified

MFT medified

Last Modifiad Date/Tume
Created Date/Time

Filz System Craated Date/Time
File Systam Last Modified Date/Time
Created

Modified

First Visited Date/Time

First Visited Data/Time

Last Actity Date/Time

Last Actaty Date/Time

Last Actavity Date/Time

Last Activity DoteTime

Last Actiity Date/Time

Last Activity Date/Time

Last Activity Data/Time

Last Activity Date/Time
Delivery Date/Time

Creation Data/Time

First Vsited Date/Time
Creation Date/Time

Email Timestamp Dste/Time
Email Timestamp Date/Time
Crasted Date/Time

Madified Data/Time

Delivery Date/Time

MFT modified

Targat File Craated Data/Tima
Target File Last Accessed Date/Time
Created Date/Time

Last Modifiad Data/Time

Last Accessed Date/Time
Created

Accessed

Modified

MFT modified

File System Last Accessed Date/Time
Accessed

Crestion Date/Time

Emal Timestamp Date/Time

Delvery Dute/Time

Account usage Operating System
File/folder opening File system
Fle/toider openng File system
File knowledge File system
File/foider opening File system
File/klder opening File system
File knowledge File system
File knowledge File system
File/folder opening File system
Fie/tcider opening Fila system
File knowledge File system
Fle/folder opening Documents
[File knowledge Documents
File knowladge Documants
File/folder operang Documents

File system
File system
Web Related
Web Ralated
Email

Emad

Emal

Emal

Emai

Emal

Email

Email

Email

Email

Web Relsted
Emall

Emal

Emal

Email

Email

Email

Fila system

Fle/folder ooening Qperating System
File/folder opening Operating System
Fils/Scider opening Operating System
File/folder opening Cperating System
File knowledge File system
File/folder opaning Fila system
Fie/foicer cpening File system
Fie knowledge File system
File/folder opening Documents
Fiie/folder cpening File system

Operating System

Windows Event Logs
File

File

File

File

File

File

File

File

Fil2

File

POF Documents
POF Documents
PDF Documents
PDF Documents
File

File

Chrome Cache Records
Chrome Cache Racords
Gmail Webmal
Gmail Webmail
Gmail Webmail
Cmad Webmail
Gmad Webmail
Gmad Webmail
Gmail Webmail
Gmail Webmail
Cuticok Emails
Cutiook Emails
Chrome Cache Records
Outlock Emais
Email Attachments
Email Attachments
Email Attachments
Email Attachments
QOutlook Emails
Filz

LNK Files

LNK Files

INK Files

INK Files

WNK Files

File

File

File

File

Excel Decumants
File

Cutlock Emails
Emall Attachments

Outlook Emails

Event 1D

Filzname
Filename
Filename

Filename

UAL

URL

Email(s)
Emai(s)
Emai(s)
Email(s)
Email(s)
Emai(s)
Emails)
Emails)
Sender Name
Sender Name
URL

Sender Name
File Name
File Name
File Name
File Name

Sendar Name

Liaked Path
Linked Path
Linkad Path
Unked Path

Unked Path

Filename

Sender Name
File Name

Sender Name

W7-14MVPDEATOR-20180710-104400g
W7-14MVPDE6T03-20180710-10440ag
W7-13MVPDEG708-20180710-1044 l0g
W7-14MVPD66708-20180710-104d log
Wi-14MVPD66708-20180710-104810g
W7-14MVPDE6TOS-20180710-104810g
WT-14MVPDEETOR-20180710-104310g
W7-14MVPDEET02-20180710-104310g
Master Calendar Mareno Valley 2018 071018 pdf
Master Calendar Morzno Vallay 2018 071018 pdf
Master Calendar Moreno Valley 2018 071018,pdf
Master Calendar Morene Vailey 2018 071018.pdf
Master Calendar Mareno Valley 2018 071018 pdf

Master Calendar Moreno Valley 2018 071018.pdf

Kurylowicz, David

Kurylowicz, David

Kurl'(mm’c: David

image001.png

Kunfowicz, Danid

FAMareno Valley Station\Free Agency List - MoValxt
FAMoreno Valley Station\Frez Agancy List - MoValxt
FAMorena Vallzy Station\Frae Agency List - MoVals
F\Marenc Valley Station\Free Agency List - MoValxls
F\Moreno Valley Station\Frae Agency List - MoValxis
Free Agency List - MoVal - Shorteut.ink

Free Agency List - MoVal - Shorteutink

Fres Agency List - McVal - Shortcutlnk

Free Agency List - MoVal - Shortout.ink

Trarsfer Request Repart AULY 2013.ds

Transter Request Report JULY 2018.ds

Kurylowicz, David

magebllpng

Kurylowicz, Dand
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7710/2018 1:27:53 PM
§ 0208 12753eM
§ 71002008 12802PM
§ 02018 128020M
§ 7102008 12808 PM
B 7102018 12308 PM
§ 7102018 12801 P
7/10/2018 12871 PM

B 702008 12828 M
7/10/2018 1:2828 FM
7/10/2018 1:4607 PM
7/10/2018 1:4607 PM
7/10/2018 1:4607 PM
TF10/2018 14607 PM
711072018 1:4607 PM
T/10/2018 14507 PM
T710/2018 1:4607 PM
7/10/2012 1:4807 PN
7/10/2018 1:47:23 PM
7/10/2018 1:47:23 PM
7/10/2018 1:43.00 PM
7/10/2018 1:3800 PM
7/10/2018 1:58:26 PM
7/10/2018 3:0020 PM
711072018 3:02:58 PM
7/10/2018 3:02:58 PM
2/10/2018 3:02:58 PM
7710/2018 30258 PM
7/10/2018 3:0300 PM
7/10/2018 3:0302 PM
/10,2018 3:0302 PM
/1072018 30302 PM
771072018 3:0303 PM
/1072018 3:0303 PM
7/10/2018 3:03:25 PM
7/10/2018 3:37:20 PM
1072018 3:39:28 PM

771072018 3:39:28 PM
7/10/2018 3:50:17 PM
77102018 35500 PM
7/10/2018 3:5500 PM
7/10/2018 3:5508 PM
7/10/2018 3:5532 PM
7/10/2018 3:55:32 PM
7/10/2018 3:50:29 PM
77102018 3:59:29 PM
7/10/2018 £03:00 PM
7/10/2018 41330 PM
7/1072018 £13:50 PM

1/10/2018 123542 PM
7/10/2018 123542 PM
7/10/2018 123542 PM
7/10/2018 123542 PM
7/10/2018 123542 PM
7/10/2018 123542 PM
7710/2018 123542 FM
7/10/2018 123542 PM
7/10/2018 12:54:44 PM
7/10/2018 123444 PM
7/10/2018 12:5500 PM
7/10/2018 125500 PM

Created

Accessed

Modified

MET modified

File System Last Accessed Date/Time
Accassed

File System Last Accaesed Date/Tima
Accessed

File System Last Accessed Date/Time
Accessed

File System Last Accessed Date/Time
Accessed

Fila Systam Last Accesszd Data/Time
Accessed

Created

Accessed

Modified

MFT modified

Created

Accessad

Modified

MFT modifiad

Creation Date/Time

Email Timestamp Date/Time
Delivery Date/Time:

Delivery Date/Time

Crestion Date/Time

Crestad Date/Time

Terget File Created Date/Timea
Target File Last Accessed Date/Time
Targat Fila Craatad Data/Time
Target File Last Accessed Date/Time
Defivery Date/Time

Target File Last Modified Date/Time
Target File Last Modified Date/Time
Modifiad Data/Time

Crestion Date/Time

Emai Timestamp Date/Time
Created Dste/Time

Created Date/Time

Accessed Date/Time

Last Access Date/Time

Delivery Date/Time

Delivery Date/Time

Delivery Date/Time

Craaticn Cate/Time

Creaticn Date/Time

Email Timestamp Date/Time
Crastien Date/Time

Emai Timestamp Date/Time
Dalwvery Date/Time

File systam
Documents
File system
Cocuments
File system
Documents
File gystem
Documants
File system
| File system
File system
File system
| File system
File system
File system
File system
| File systam
. Emaid

Operating System
Cperating System
Cperating Systam
Cparating Systam
Operating System
: Emai

Cperating System
Cpesating System

Last Modified by Web Servar Date/T... B¢

Last Modified by Web Server Date/T...  [Big

File

File

File

File

File

File

File

File

File

File

File

File

PDF Documents
File

PD? Documents
File

PDF Documents
Fle

PDF Documents
File

PDF Documants
File

File

File

File

File

File

File

File

Fila
Qutlack Emails
Email Attachments
Qutlook Emails
Qutloak Emails
Outlook Emails
Windows Event Logs
Jump Lists
Jump Lists

LNK Files

LNK Fles

Cutlock Emadls
Jump Lists

LNK Files

Email Artachments
Cuticok Emails
Emall Attachments
Email Attachments
Windows Event Logs
Edge/internet Explorer...
Jamp Lists
Qutlogk Emails
Cutiook Emails
Outlook Emails
Outloak Emails
Cutlook Erails
Email Attachments
Cutlook Emai's
Emai Attachments
Outlogk Emails
Edge/interret Explorer..
Edge/Internet Explorer...

Filename

Filzname

Filename

Filename

Filaname

Sender Name
File Name
Sender Neme
Sender Name
Sendar Name
EventiD
App (D
App D

Linked Path
Linked Path
Sender Name
Agp ID
Linked Path
File Nama
Sender Name
File Name
File Name
Event ID

URL

App ID
Sender
Sender Name
Sender Name
Sendar Namz
Sender Name
Filz Name
Sendar Name
File Neme
Sender Name
Entry 1D

URL

favicon1GRWBAZC png
favicon1GRWB4ZC png
favicon1GRWBAZC png
favicon1GRWB4ZC png
favicon3RFVEWQ1.png

favicon3RPVEWQ 1 png
favicanIRPVEWQ1.prg
favicon3RPVEWQ1.png
W7-14MVPDEGT08-20180710-125400g
VET-14MYPDEGT08-20180710-1254Jog
V{T-14MVPDEGT08-20180710-1254)0g
WT7-130MVPDEET08-20180710-125400g
071018 Staff Meeting pdf

071018 Stafi Meeting pdf

MVPD VAC 071018.paf
MVPD VAC 071018 paf

MVPD PERS Tracker 071018.pdF

MVPD PERS Tracker 071018 pdf

MVPD PERS Tracker 071018 Complaints pdf
AVPD PERS Tracker 071018 Compisints.pcf
Mastear Calandar Moreno Valley 2018 071018 pdf
Master Calendar Moreno Valley 2018 071018 pdf
favicon20LT2TGT.png

favicon20LT2TG7.png

favican20LTZ1GT pag

favicon20LI21GT png
faviconBWESLUPC png
faviconBWESLUPC png
favonBWESLUPCpng
faviconBWESLUPC png

Kurylowicz, David

image001png

Kurylowicz, David

Kurylowez, David

Kurylowcz, David

4624

Meeti_.

C Deskeop\JULY C:

CAUsers\DiurylewADesktopJULY Commanders Meeti.,
Kurylowicz, Cavid

C Meeti_.

yiow\DesktopUULY C
JULY Commandars Meating deex
Kurylowicz, David

JULY Commanders Mesting.decx
JULY Commanders Meeting doex

4624

iowicT,

Kurylowicz, David
Kurylowicz, David
Kurylowicz David
image001.png
Kurylowicz, David
imagel0.ong
Kuryiowicz David
21573

g/GeneralNewSin.
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The following documents were access within a short time frame (approximately 10 minutes)
from the Gmail webmail snippets which was dates July 10, 2018 at 1:36 PM.

7/10/2018 1:27:53 PM
7/10/2018 1:27:53 PM
7/10/2018 1:28:02 PM
771072018 1:28:02 PM
7/10/2018 1:28:08 PM
7/1022018 1:28:08 PM
7/10/2018 1:28:11 PM
71072018 1:28:11 PM
7/10/2018 1:28:28 PM
771072018 1:28:28 PM

File System Last Accessed Date/Time
Azcessed
File System Last Accessed Date/Time
Accessed
File System Last Accessed Date/Time
Accessed

File Systam Last Accessad Date/Time  [Fle/folder ope

Accessed
File System Last Accessed Date/Time

Accessed

-'F"—-!‘»“_." s

e

cpening.

Documents

File system

| Documents

File system

. Documents

File system
Documents
File systam
Cocuments
File system

PDF Documents
File
PDF Documents
File
PDF Dacuments
File
POF Documents
File
POF Documents
File

Filename

Filename

Filename

Filename

Filename

071018 StaHf Meeting.pdf

071018 Staff Meeting pdf

MVPD VAC 071018.paf

MVPD VAC 071018.pdf

MVPD PERS Tracker 071018.pdf

MVPD PERS Tracker 071018.pdf

MVPD PERS Tracker 071018 Complaints pdf
MVPD PERS Tracker 071018 Complaints pdf
Master Calendar Moreno Valley 2018 071018.pdf
Master Calendar Moreno Valley 2018 071018,pdf

The document named “071018 Staff Meeting.pdf” indicated a Moreno Valley Station Staff
Meeting was scheduled for July 10, 2018 at 1400 hours (2:00 PM).

¢

MORENO R VALLEY

1.

2.
3.

POLICE DEPARTMENT

Training Topic
Guest Speaker

OLD Business (Topics Ta i eetings)
a.  Discuss anti-graffiti positio
b Discuss whether MVPD should

NEW Business (Topics for Discussion)

a.  TSB set-up FAX to email capabilities

MORENO VALLEY

POLICE DEPARTMENT

POLICE CHIEF'S STAFF MEETING AGENDA
DATE: July 10, 2018

TIME: 1400 hours
LOCATION: MVPD Chief's Conference Room

Based on the search of the data, which included documents and emails and the fact that all the
data was accessed under User Account Dkurylow, which is a password protected account. I do
believe computer User Dkurylow was a participant in the Gmail webmail text/chat snippet string
that was located.
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Upon reviewing the Gmail webmail snippets, I located evidence that led me to believe the chat
string was related to a Doublelist.com message due to the similarities of the message email
message titles received from Doublelist.com and _ see below screenshot of

CONTINUATION PAGE

Page Number:

21

Doublelist <robot@doublelistcom>

you have a new message - reply to your ad 83820174970

messages.

Email(s) Subject Sent Date/Time - Lo... : Last Activity Da... :
sahoo.com>  Re:you have a new message - reply to your & Tue Jul10,2018at217PM  7/10/2018 2:19.02 PM
ahoo.com> Re: you have a new message - reply to your 2 Tue Jul 10,2018t 1:59 PM  7/10/2018 2:18:57 PM
ahoo.com>  Re:you have a new message - reply to your a Tue Jul 10,2018 at 1:43 PM  7/10/2018 2:18:57 PM
ahoo.com>  Re: you have a new message - reply to your a Tue, Jul10,2018at 1:46 PM  7/10/2018 2:18:57 PM
ahoocom>  Re:you have a new message - reply to your a Tue, Jul 10,2018at 1:36 PM  7/10/2018 2:18:57 PM

of the Doublelist.com webpage.

Doublelist.com is a dating website for people looking to connect locally. Below is a screenshot

a [ trm  denebt o

B Wkcore | Dodiebet

Doublelist is for the straight, gay and

curious looking to connect locally

right now.

Help & FAQ | Terms

19 Doublesstcom
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Clark, David

L ___ __ . ___ __ ____ _}
From: Clark, David

Sent: Thursday, August 22, 2019 12:49 PM

Tor Dkuryiovic:

Subject: Administrative investigation notification

Captain Kurylowicz,

Following the telephone conversation we had on August 22, 2019, at 1235 hours, this email is to notify you that you are
the focus of an administrative investigation involving allegations of soliciting sex while on duty, conduct unbecoming and
not devoting full time and attention to the Department while on duty during the month of July 2018. | would like to
schedule an administrative interview for September 10", 11'" or 12" at 1000 hours on the first floor of the Sheriff’s
administration building. Please choose a date for the interview and notify me by telephone or by replying to this email.

Per the MOU you are entitled to have a representative present during this interview. If you wish to have a
representative present you must contact him/her prior to the scheduled interview date.

You are ordered not to discuss this investigation with anyone except for you legal representative.
Thank you for your prompt response.
Sergeant David Clark

Professional Standards Bureau
4095 Lemon St. Riverside Ca. 92501

*CHAD BIANCO

Rivzacoe County, Caurorma



RIVERSIDE COUNTY SHERIFF’S DEPARTMENT

PROFESSIONAL STANDARDS BUREAU

PERS2019-0111

TAB-6




Paulson, Kenneth

From: dkurylowicz_

Sent: Monday, September 9, 2019 12:24 PM
To: Paulson, Kenneth
Subject: Re: Interview / Mailing Address

CAUTION: This email originated from outside the Riverside Sheriff email system.
DO NOT click tinks or open attachments unless you recognize the sender and know the content is safe.

| will not be providing any statements to the department

- David Kurylowicz

On Sep 9, 2019, at 11:40, Paulson, Kenneth _wrote:

Hi Dave,

Just checking to inquire whether you plan to voluntarily provide an W Sgt. Clark next week. Also, our SOA is
C

prepared to send out your copy of investigation that ompleted (it will all be on a flash
drive). Should she send that to the ddress?
Thanks,

Ken
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RIVL_ ._«DE COUNTY SHERIFF'S DEPA. _{ENT

TO: ADMINISTRATION DATE: 12272065

FROM: KURYLOW | CZ! DAVID <, SereecanT #2520
(Full Name - Last, First, Middle/Rank & ID#)

“PamoL / San dacwsso PO,

Bureau/Station/Jail Assigned

RE: Personal Status Change

Per Departmental Directive #92-002, current and accurate data for Administration records is essential.
Upon change in status (address, phone, name, spouse, etc.) this form is to be completed and forwarded
to Sheriff's Administration immediately. The yellow copy is to be sent to Accounting & Finance with
proof of name change with Social Security if a name change is being done.

Check ( ) the appropriate box(es) and provide the information requested.
() NAME CHANGE

NEW NAME:

CHANGED FROM:

Proof that a name change has been filed with Social Security must be attached to the copy
of this form sent to A & F

X v

() PHONE NUMBER CHANGE - Present phone number is:

(Area Code)
() PERSON TO NOTIFY IN EVENT OF ACCIDENT/EMERGENCY:

Name Relationship

Address

Phone #
() ADDITIONAL INFORMATION:

RSD Form #104 (revised 11/98) Original to Administration; Yellow copy to A&F
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